DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the DOD Industrial Security Manual apply to all security aspects of this effort)

1. CLEARANCE AND SAFEGUARDING

a. FACILITY cLEARANCE REQUIRED: 1 OP SECRET

b. LEVEL OF SAFEGUARDING REQUIRED:

2. THIS SPECIFICATION IS FOR: (x and complete as applicable)

3. THIS SPECIFICATION IS: (X and complete as applicable)

a. PRIME CONTRACT NUMBER

X a. ORIGINAL (Complete date in all cases)

Date (YYMMDD)

b. SUBCONTRACT NUMBER

b. REV'SED (Supersedes all previous specs) REVISIon NO.

Date (YYMMDD)

c. SOLICITATION OR OTHER NUMBER
DASG62-01-R-0001

X

Due Date (YYMMDD)

c. FINAL (Complete item 5 in all cases)

Date (YYMMDD)

4.1S THIS A FOLLOW-ON CONTRACT? [X] YES [] NO, If yes, complete the following
Classified material received or generated under DASG62-97-D-0007 & DASG62-96-D-0008 (Preceding Contract Numbers) is transferred to this follow-on contract

5. 1S THIS A FINAL DD FORM 254
In response to the contractors request dated

[ TYES [X] NO, If yes, complete the following:

Jretention of the identified classified material is authorized for a period of:

6. CONTRACTOR (Include Commercial and Government Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZIP b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
8. ACTUAL PERFORMANCE
a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

U.S. ARMY SPACE COMMAND U.S. ARMY SPACE COMMAND

1670 N. NEWPORT ROAD COMMAND SECURITY OFFICER

COLORADO SPRINGS, CO 80916 1670 N. NEWPORT ROAD

COLORADO SPRINGS, CO 80916

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

SATELLITE COMMUNICATIONS ANALYTICAL,TECHNICAL, OPERATION AND PROGRAMMATIC SUPPORT

10.THIS CONTRACT WILL REQUIRE ACCESS TO YES | NO 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES NO
a.COMMUNICATIONS SECURITY (COMSEC) INFORMATION X a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTORS FACILITY OR GOVERNMENT X
ACTIVITY
b. RESTRICTED DATA X b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X c. RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
e. INTELLIGENCE INFORMATION e. PERFORM SERVICES ONLY X
(1) Sensitive Compartmented Information (SCI) X f. HAVE ACCESS TO US CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO RICO, U.S. POSSESSIONS AND TRUST X
TERRITORIES
(2) Non-SClI X g. BE AUTHORIZED TO USE THE SERVICES OF THE DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR OTHER SECONDARY X
DISTRIBUTION CENTER
f. SPECIAL ACCESS INFORMATION X h. REQUIRE A COMSEC ACCOUNT X
g. NATO INFORMATION X i. HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X j- HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
i. LIMITED DISSEMINATION INFORMATION X k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
j- FOR OFFICIAL USE ONLY INFORMATION X |. OTHER (specify) SEE ITEM 13 REMARKS X
k OTHER (Specify) WNINTEL X NN ENRM 254-E_DEC an Previniis editinng are nhanlete

12 PUBL'C RELEASE Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the




Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall be submitted for approval prior
to release.

[ 1DIRECT [X]THROUGH (Specify)
Proposed public release shall be submitted to USARSPACE, Deputy Chief of Staff for Intelligence, ATTN: SMDC-AR-IN-S,
1670 N. Newport Road, Colorado Springs, CO 80916-2749.

SCI 1S NOT AUTHORIZED FOR PUBLIC RELEASE

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13 . S ECU RITY G U I DANCE « The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this guidance or if any other contributing factor indicates

a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and
to submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended. (Fill in as
appropriate for the classified effort. Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

Contract completion date: 30 September 2006

10.j For Official Use Only information shall be handled IAW Chapter 13, Section 6, Industrial Security Manual.

11.a SCI Contract performance is restricted to the Sensitive Compartmented Information Facility (SCIF) located at 1670
N. Newport Road, Colorado Springs, CO 80916-2748, USARSPACE (FWD).

11.d The contractor shall provide containers for storage of classified material (up to Secret) that shall be capable of
storing 24 linear feet of hard copy data.

11.g The contractor must prepare and process DD Forms 1540 and DD 1541 through normal channels for authorized
access to Defense Technical Information Center (DTIC).
- Subcontracts must be prepared by the prime contractor and forwarded to the SCI Contract Monitor for processing

IAW AR 380-28.

- AR 380-28 applies to this contract.
- Distribution IAW 380-28 is: User CM, DIS, and USAINSCOM.

ADDRESS FOR CONTRACTOR OPERATIONS:
USAINSCOM, CONTRACTOR SUPPORT ELEMENT
ATTN: IASE-CSE, BLDG 4554, LLEWELLYN AVENUE
FORT MEADE, MD 20755-5910

14. ADDITIONAL SECURITY REQU|REMENTS. Requirements, in addition to ISM requirements, are  [X] YES [ ] NO

established for this contract. (If yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies
additional requirements. Provide a copy of the requirements to the security office. Use Item 13 if additional space is required.

See item 13 above.

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. [X] YES [ ] NO
(If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections. Use Item 13 if additional space is needed.)

See the attached Army SCI Addendum.

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the
classified information to be released or generated under this classified effort. All questions shall be referred to the official named
below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE _ c. TELEPHONE (Include Area Code)
JOSEPH W. WYCHULIS SCI Contract Monitor (719) 554-8756
d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION
[X] a. CONTRACTOR
U.S. Army Space Command (Fwd) [X] b. SUBCONTRACTOR
. ; [ X] c. COGNIZANT SECURITY OFFICE FOR PRIME & SUBCONTRACTOR
ATTN: SMDC-AR-IN-S (Mr. Wychulis) [X] d.U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY
1670 North Newport Road ADMINISTRATION
Colorado Springs, Colorado 80916-2749 [X] e. ADMINISTRATIVE CONTRACTING OFFICER

[X] f. OTHERS AS NECESSARY

e. SIGNATURE DD Form 254-E, Reverse, Dec 90




Contract Number: DASG62-01-D-
Page 3

USARMY SCI ADDENDUM TO DD FORM 254, 1 December 1998

XXX (1) This contract requires access to Sensitive Conpartmented Information (SCl).
The Conmander, US Arny Intelligence and Security Command (I NSCOM), acting on behal f
of the DA Deputy Chief of Staff for Intelligence (DCSINT), as the Cognizant Security
Authority (CSA) for the US Arny, has exclusive security responsibility for all SC
rel eased to the contractor or devel oped under the contract and held within the
Contractor’s SCl Facility (SCIF) or Co-utilization Agreenent (CUA) SCIF. The

Def ense Intelligence Agency (DIA) has security inspection responsibility for SCI and
the Defense Security Service (DSS) retains responsibility for all collateral

i nformati on rel eased or devel oped under the contract and held within the DoD
Contractor’s SCIF. The manual s, regul ations and directives checked bel ow provide

t he necessary gui dance for physical, personnel, and information security for

saf eqguarding SCI, and are part of the security classification specification for this
contract:

XXX DoD S-5105 21-M 1, SC Security Manual, Adm nistrative Security.
XXX DoD TS-5105.21-M 2, SC Manual, COM NT PQLICY.

XXX DoD TS-5105.21-M 3, TK Policy.

N A DCD 1/21, Physical Security Standards for Construction of SClFs.
XXX DI AM 50-4, DoD Intelligence Information System

N A DI AM 50-24, Security for Using Communications Equipnent in a SCF.
XXX AR 380-19, Information System Security.

XXX AR 380-28, DA Special Security System

N A AR 380-381, Special Access Prograns (SAPS).

XXX Arny Handbook for SC Contracts.

NA Oher.

XXX (2) Contract estimated completion date: 30 September 2006

XXX (3) The name, telephone number and address of the Contract Monitor (CM) for the SCI portion of this contract is:
Joseph W. Wychulis, USARSPACE (FWD), ATTN: SMDC-AR-IN, 1670 N. Newport Rd., Colorado Springs, CO 80916-
2749. Phone: (719) 554-8756 or DSN 692-8756, unclassified fax: (719) 554-8713 or DSN 692-8313.

(a) Security POC & phone nunber at the prine contractor’s |ocation:

XXX (4) Al DD Forms 254 prepared for subcontracts involving access to SCl under
this contract nust be forwarded to the CMfor approval and then to HQ I NSCOM ACof S
Security, &, Contractor Support Element (CSE) for review and concurrence prior to
award of the subcontract.

XXX (5) The contractor will submt the witten request for SC visit certification
through the CM for approval of the visit. The certification request nust arrive at
t he appropriate Contract Support Detachment (CSDF) at |east ten (10) working days
prior to the visit.



Contract Number: DASG62-01-D-
Page 4

US ARMY SCI ADDENDUM TO DD FORM 254, 1 Decenber 1998

XXX (6) The contractor will not reproduce any SCI related material without prior
witten permission of the CM

N A (7) Security Classification CGuides or extracts (are attached) (wll be provided
under separate cover) by the User Agency.

N A (8) Electronic processing of SC requires accreditation of the equipnment in
accordance with DCID 1/16, Dir., of Central Intelligence Directive. D AM50-4, and
AR 380-19.

N A (9) This contract requires a contractor SClF.

XXX (10) This contract requires _x (SI)_x (SI/TK)__0_(SI/TK/' G Accesses.

XXX (11) The subcontractor will perform SCI work under this contract at the

follow ng |l ocations: USARSPACE (Fwd), 1670 N. Newport Rd., Col orado Springs, Co.,
80916- 2749.



